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What?

A developer D creates a
piece of software and

passes it on for testing P
and use

checkpoint

hardware configuration or reconfiguration

software package, load, or configuration
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L platform

Virtual

The developer and

reporter are both using a

virtual platform to
software

run

The software user finds a
bug and needs to report it
to the developer. This
makes him or her the
reporter R

The reporter uses virtual
platform checkpointing to pass
the bug to the developer. This
ensures perfect replication and

that the complete
communicated.

target state is
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Why? — Bug Reporting i1s no Fun
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When navigating to a page that regquires the use of the scroll bars, the =scroll
wheel on the mouse (and scroll touch bar on the touch pad) fail to scroll the
page.

Eeproducible: ARlways

Steps 1_:::: Reprr:nd:.lce: _ Provide steps to
1. HNavigate to http://www.google.com

2. Enter search guery "Waldo" reproduce the bug
3. Attempt to scroll using =scroll wheel, note failure.
Actual Results:

The window failed to scroll

Expected Results:
The window should move down (if possible) on a scroll down event, or up in a

scroll up event.

Currently using the nightly build (Build 2009053120415%01) with the defaunlt Trth)Capture a”ITﬂevant
theme. Currently using Adblock plus, downleoad statusbar, downthemall!, edit aspects(aftheesofuNare
middle, firebug, fireftp, flashgot, google preview, greasemonkey, httpfox, ie environment...

tab, microsoft .net framework assistant, nightly tester tools, twitter fox,
user agent switcher, and window resizer plugins.

Pity the developer who
tries to reproduce this

https://bugzilla.mozilla.org/show bug.cgi?id=492885
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Why?

= Guaranteed bug reproduction
— Any number of times
— At any point in time, any place in the world, on any host (*)
— No "cannot reproduce” or "unconfirmed”

= Complete state transfer
— No need to describe the state
— No need to reconstruct the state
— No need to ask follow-up questions
— No risk that the software used in the bug becomes hard to get

= = Engineer convenience, process efficiency, faster bug
resolution, less development risk
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How? — Technology Background

Virtual Platform

= Model of hardware
= Runs the complete SW
= Provides "the impossible”
— Checkpointing
— Determinism
— Synchronous stop
= Speed is of the essence
— TLM models
— FastJITISS
— Minimally sufficient timing detail
= Might be simplified
— Stubs, partial models, ...
— Aslong as the SW runs
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Checkpoint

Captures

— Processor state

— Memory state

— Disk state

— Device state

— Target time and date
Does not include

— Model implementation

— Session information like breakpoints
Needs to be portable

— Across hosts

— Across implementations

— Across time and space
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Working Efficiently with Checkpoints

= Use differential checkpoints
— Difference between checkpoint state and initial state
— Difference between checkpoints
— Minimize the data moved

= Position the checkpoint time just before bug hits
— Shorten the wait for developer
— Minimize the need to provide input scripts and recordings
— Reporter might have to iterate to find the optimum spot
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Working Efficiently: Nightly Boot

Vi | Platform team P creates
Ilrttl]ﬂa the VP and platform SW
_platform | setup

|

The configured and booted target is

delivered as checkpoints to all other

@ E teams

The reporter gets a second checkpoint from
the developer, representing the addition of
the developer’s software to the setup

..

D E Bu
P \E/ L o - @ * @;‘i@
" P D R

The software configurations and other actions
performed by the reporter are captured in a
checkpoint and passed back to the developer

Differential checkpoints means the bug
state is the addition of all checkpoints
passed around
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The Reporter Configures Target

Virtual
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platform

The reporter gets a software
package from the developer.
This is loaded along with other
software on a virtual platform
that the reporter has also
(re)configured

Note the order of
operations.

This puts the
developer’s software
in a new hardware
setup

RN

S CEEOr)

The bug report checkpoint contains
both hardware and software changes
from the platform team baseline

P

R
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Replaying Target Stimuli

Inputs occurring after the
last checkpoint was
taken, but before the bug

e
Y ey

Boot... Configure... Run tests... Bug! /
P RO Rl RZ eccee Rn
N J) Recording of last
¢ few inputs
Checkpoint
merge EEEE

Note that many
different tests can
be started from this
checkpoint

Merged checkpoint and
RC the recording is the bug
report contents
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Quick Demo Example

8) Serinl Coniole on argox2 sacuartD]

rial Console an argoxd.soc.us

Simics Cantrol

| File Edt Run Debug Tooks Window Help
o B E 4 0 P |He

done, processed 53 packets. o2 - Hovey Loy S0 4.
ad 2 done, processed 18 packets. System:  MPCBS*1 exarple bosrd
done, processed 8 packets. Processors: 2 PowerPC 8500, 1350 MHz

Memory: 168
rthread 0 Ethernet:  1of 4connected

# ./rufed0_threaded.e]f software byte 200 50 100 0 §

Software_byte mode selected Storage: Mo deks

gelectad o - Wi River L 3.0 P 10.10.0.69)
System:  MPCB541 example bod
1350wz
168
1 of 4 comnected
done, processed 47 packets. Somges: Nack=
[reen & oty Jooremed IReckets: arom - Wind River Linox 3.0 (P 10.10.0.88)
Waiting for thread 2 System:  MPC8641 exarcle board
Processors: 8 PowerPC 500, 1350 Mz
Memory: 168
Ethemet: 1 of § connected
Tevision of Wina River Linux 7.6.27 ker z Storage: o dsks
the

Simics Command Line

107055

actly reproducible secep. = have to run
for a few Times before the issue matarializes, and thac this
in captured by the seripe

Start simulssion o convinue and show the hang
“ Testing with 1 thrasds
* Testing with I thrasds

sting wich 3 thrasds

ting with 4 thresds

* Tescing with § thrasds

simica>
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Paper Addendum Online

= http://jakob.engbloms.se/archives/1231
— More related work
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